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Time-memory-data tradeoff methods are used to solve one-way function inversion
problems. This work provides some mathematical results aimed to the complexity
analysis of the most known methods. We introduce a set of random variables
depending on the generation sizes and on the total number of particles in a
Galton-Watson process considered as a model of the main characteristics of these
methods. The limit behavior of their mean values is studied. This work develops
the results presented by the author at the CTCrypt 2013 workshop.
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Аннотация. Методы балансировки времени-памяти-данных используются при ре-
шении задачи обращения однонаправленных функций. Статья содержит математиче-
ские результаты, предназначенные для анализа сложности большинства известных
методов. Вводится множество случайных величин, зависящих от размеров поко-
лений и от общего числа частиц в процессе Гальтона–Ватсона, рассматриваемого
как модель основных характеристик этих методов. Изучается предельное поведение
их средних значений. Работа продолжает исследования, представленные автором на
мини-симпозиуме CTCrypt 2013.
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In [3]–[13] a problem of inversion of one-way function was considered.
This problem may be summarized as follows.

Let
G : X → X

be a one-way function defined on a set X, |X| = N , and D be a set of D elements
of set X of the form

D = {yi ∈ X|yi = G(xi), i ∈ 1,D},

where set
D̄ = {xi ∈ X, i ∈ 1,D}

is unknown. The goal is to find at least one element of the set D̄ given the set D.
Time-memory-data tradeoff methods are widely used to solve this problem.

The most popular are the following three methods:

• Hellman method (HM-method) [7],

• distinguished points method (DP-method) [5, 13],

• rainbow tables method (RM-method) [12].

Any time-memory-data tradeoff method consists of two phases: pre-computation
phase and online phase, in each case chains of some F -operations are calculated.
Each such chain is a sequential evaluation of the function (F -operation) of the
form

F(x) = R(G(x)), x ∈ X,

where R : X → X is a bijective function.
At the pre-computation phase the tables consisting of starting and ending

points of calculated chains are constructed.
A solution of the problem of one-way function inversion is found at the

online phase using the tables constructed. During the online phase, two types of
chains are constructed: basic and additional. Basic chains start from elements of
the set D. If the end of the basic chain belongs to the pre-computed table, then
an additional chain of F -operations is being calculated and among the elements of
this chain the solution is searched.

In order to increase the efficiency of HM-, DP- and RM-methods in [4, 13,
15] their modifications were suggested. In [4] DP- and RM-methods with perfect
tables (DPP- and RMP-methods) were described. In [13] the possibility to bound
the chain length in DP- and DPP-methods was shown, as well as the possibility to
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bound the chain length information stored in the table. In [15] OCR-technique for
constructing additional chains (DP-OCR- and DPP-OCR-methods) was suggested.

The main parameters of these methods are: the size of the set X, the length
of chains, the size and the number of tables used. The main characteristics of
these methods are: the probability of success, the (mean) number of F -operations
performed at the pre-computation and online phases (including construction of
basic and additional chains), the number of additional chains and the number
of table lookups. The most comprehensive overview of results on the relationship
between parameters and characteristics of these methods may be found in [16, 17].

In the paper [18] we suggest a probabilistic model allowing to apply the
results of [16, 17] to the case when the function G has specific properties (namely,

the value B = 1
N

(∑
x∈X

∣∣G−1(x)
∣∣2)−1 is not close to 1), and to estimate all main

characteristics for all modifications considered. In this model the characteristics of
time-memory-data tradeoff methods are described by the mean values of random
variables depending on the number of particles μ(i) in the i-th generation of critical
or subcritical Galton-Watson process μ(t), t = 0, 1, . . . , and on the total number
of particles v(j, k) =

∑k−1
l=j μ(l). Namely, these mean values are:

Eμ (j) · μ (k) , Ev (j, k) , Eμ (i) v (j, k) , Euμ(j),

Euμ(j), Euv(j,k), Eμ(j)uμ(j)−1, Eμ(i)uv(j,k), Eμ(i) · uμ(j), Ev(i)uv(j,k),

Eμ(i)uv(j−1,k) − Eμ(i)uv(j,k), Euv(j−1,k) − Euv(j,k),

where i, j, k are natural numbers large enough and u is a real number close enough
to 1.

The estimates of characteristics are obtained by means of the limits of mean
values described above under some conditions on the growth of variables i, j, k,u.
The limits are expressed in terms of the functions fA,B(x, y, z), f̃A,B(x, y, z)
introduced in [18]:

fA,B(x, y, z) =
1

B/2
f1

(
x, y · B/2 + A/2, z · B/2 +

(
A
2

)2
)

− (A/B) ,

f1(x, y, z) =
1
x
f0

(
yx, zx2

)
, x > 0, f1(0, y, z) = y,

f0(y, z) =
y +

√
z · th

(√
z
)

1 + y · th
√

z√
z

, z > 0, f0(y, 0) =
y

1 + y
,

2015, Т. 6, № 2, С. 59–65



62 D.V. Pilshchikov

f̃A,B(x, y, z) =
∂fA,B(x, y, z)

∂y
.

Now we describe the results on the limiting behavior of the
mean values described above. Consider the sequences of natural numbers
ts, is, js, ks, nonnegative real numbers ys, zs and Galton-Watson processes
{μs(i), i = 0, 1, . . . }, s ∈ 1, 2, . . . Suppose that three first factorial moments of
random variables μs(1), s ∈ 1, 2, . . . , are finite:

Eμs(1) = 1 − As

ts
, As ≥ 0,

Eμ(2)
s (1) = Bs, Bs > 0,

Eμ(3)
s (1) = Rs.

Let the following asymptotic relationships АС as s → ∞ be valid:

As → A, Bs → B > 0,

ts → ∞,
is
ts

→ x0,
js
ts

→ x1,
ks

ts
→ x2, x1 < x2,

ys → y, zs → z,

and sequence Rs, s ∈ 1, 2, . . . , be bounded.

Theorem 1. If the condition АС is satisfied, then as s → ∞
1) 1

ts Eμs (is) · μs (js) → B
(

1−e−Ax0
A

)
e−Ax1 if A > 0 ,

2) 1
ts Eμs (is) · μs (js) → Bx0 if A = 0,

3) 1
ts Evs (is, js) → e−Ax0

(
1−e−A(x1−x0)

A

)
if A > 0,

4) 1
ts Evs (is, js) → x1 − x0 if A = 0,

5) 1
t2s

Eμs (is) vs (js, ks) → B
(

1−e−Ax0
A

) (
e−Ax1−e−Ax2

A

)
if x0 < x1 < x2

and A > 0,
6) 1

t2s
Eμs (is) vs (js, ks) → Bx0 (x2 − x1) if x0 < x1 < x2 and A = 0,

7) 1
t2s

Eμs(is)vs(js, ks) → Be−Ax0
(
x2 − x1 −

(
e−Ax1 − e−Ax2

)
A−1

)
A−1 if

x1 < x2 < x0 and A > 0,
8) 1

t2s
Eμs(is)vs(js, ks) → B(x2 − x1)(x2 + x1)/2 if x1 < x2 < x0 and

A = 0,
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9) ts

(
1 − E

(
1 − ys

ts

)μs(is)
)

→ fA,B (x0, y, 0),

10) ts

(
1 − E

(
1 − zs

t2s

)vs(0,is)
)

→ fA,B (x0, 0, z),

11) Eμs(is)
(
1 − ys

ts

)μs(is)−1
→ f̃A,B (x0, y, 0).

Theorem 2. If the condition АС is satisfied, then as s → ∞
1) Eμs(is)

(
1 − zs

t2s

)vs(js,ks)
→

f̃A,B
(
x0, fA,B

(
x1 − x0, fA,B (x2 − x1, 0, z) , 0

)
, 0

)
,

if x0 < x1,

2) Eμs(is)
(
1 − zs

t2s

)vs(js,ks)
→

f̃A,B
(
x0 − x1, fA,B (x2 − x0, 0, z) , z

)
· f̃A,B

(
x1, fA,B (x2 − x1, 0, z) , 0

)
,

if x1 < x0 < x2,

3) Eμs(is)
(
1 − zs

t2s

)vs(js,ks)
→

f̃A,B (x0 − x2, 0, 0) · f̃A,B (x2 − x1, 0, z) · f̃A,B
(
x1, fA,B (x2 − x1, 0, z) , 0

)
,

if x2 < x0,

4) ts

(
1 − E

(
1 − zs

t2s

)vs(js,ks)
)

→fA,B
(
x1, fA,B (x2 − x1, 0, z) , 0

)
,

5) Eμs(is) ·
(
1 − ys

ts

)μs(js)
→ f̃A,B

(
x0, fA,B (x1 − x0, y, 0) , 0

)
, if x0 < x1.

Theorem 3. If the condition АС is satisfied, then as s → ∞
1) ts

(
Eμs (is)

(
1 − zs

t2s

)vs(js,ks)
− Eμs (is)

(
1 − zs

t2s

)vs(js−1,ks)
)

→

∂f̃A,B
(
x0, fA,B

(
x1 − x0, fA,B (x2 − x1, 0, z) , 0

)
, 0

)
∂x1

,

if x0 < x1,

2) ts

(
Eμs (is)

(
1 − zs

t2s

)vs(js,ks)
− Eμs (is)

(
1 − zs

t2s

)vs(js−1,ks)
)

→

∂f̃A,B
(
x0 − x1, fA,B (x2 − x0, 0, z) , z

)
· f̃A,B

(
x1, fA,B (x2 − x1, 0, z) , 0

)
∂x1

,

if x1 ≤ x0 ≤ x2,
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3) t2s

(
E

(
1 − zs

t2s

)vs(js,ks)
− E

(
1 − zs

t2s

)vs(js−1,ks)
)

→

−
∂fA,B

(
x1, fA,B (x2 − x1, 0, z) , 0

)
∂x1

.
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