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Figure 1: A demonstration of fast adversarial example generation applied to GoogLeNet (Szegedy
et al., 2014a) on ImageNet. By adding an imperceptibly small vector whose elements are equal to
the sign of the elements of the gradient of the cost function with respect to the input, we can change
GoogLeNet’s classification of the image. Here our € of .007 corresponds to the magnitude of the
smallest bit of an 8 bit image encoding after GoogLeNet’s conversion to real numbers.

'EXPLAINING AND HARNESSING ADVERSARIAL EXAMPLES.
Tan J. Goodfellow, Jonathon Shlens & Christian Szegedy
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Fig. 4. Adversarial examples generated on Nexar data demonstrate a lack of robust-
ness. (a) Green light classified as red with confidence 56% after one pixel change. (b)
Green light classified as red with confidence 76% after one pixel change. (c) Red light
classified as green with 90% confidence after one pixel change. (Color figure online)

2Feature-Guided Black-Box Safety Testing of Deep Neural Networks.
Matthew Wicker, Xiaowei Huang & Marta Kwiatkowska



Sajaun BepuduKan HefpOHHBIX ceTeil

> B samaue kiaccudukanmn: pobacTHOCTh — MaJible
U3MEHEHUs] BXOJIHBIX JAHHBIX HE JOJKHBI U3MEHSTh
pe3yJIbTAaT.

> B camoyrpaBisieMbIX yCTpOlicTBax: 0€30MacHOCTD —
YCTPOMCTBO HE CTAJKUBAETCS C IIPEIATCTBUAME;
BUTAJbHOCTH — YCTPONCTBO JI0€3KAeT 10 TOUKU
Ha3HAYEHUSI.

> B g3bIKOBBIX Mojeax — 177
>
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Figure 5.1: Illustration of reachability methods. The network in the illustration only contains one hidden
layer. The input set A is first passed through the linear mapping defined by W1 and bi. Then it goes
through the nonlinear mapping defined by o; (ReLU is considered). The corresponding reachable sets are
illustrated in the shaded area. The process is repeated for the next layer and the output reachable set is
then obtained.

3 Algorithms for Verifying Deep Neural Networks.
Changliu Liu, Tomer Arnon et al.
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4QNNVerifier: A Tool for Verifying Neural Networks using SMT-Based
Model Checking. Xidan Song, Luiz Sena, Mikel Lujén et al.
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Fig.1. Framework for X2 U II> formula model checking.

5Verifying ReLU Neural Networks from a Model Checking Perspective.
Wan-Wei Liu, Fu Song, Tang-Hao-Ran Zhang and Ji Wang
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Deep statistical model checking®
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Fig.4 Goal probability of NN oracle on the Barto-big benchmark trained and executed with 20% noise versus stress-test executed with 50% noise
using the same NN (middle) versus optimal policies obtained by probabilistic model checking with 50% noise (right)

6 Analyzing neural network behavior through deep statistical model
checking. Timo P. Gros, Holger Hermanns, Jorg Hoffmann et al.
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Ornpeesierne

MapkoBcKuit Iporecc NpuHATAS PENIeHn — KOPTEXK
M={(S,A,T,sy), cocToAmMMIT N3 KOHEYHOI'O MHOXKECTBA
coCTOsTHU S, KOHETHOTO MHOYXKECTBa JIefcTBUil A, 9acTUIHOI
dbyukunn BepositHocTH Tiepexofa T @ S X A — D(S) (rue D —
MHOXKECTBO PACIpEIe/IeHn i BEPOSITHOCTU) U HAYAJIBHOIO
cocTosHUA S € S.

Onpenenenne

(derepmunupoBanuasi, 3aBUCSINAs OT UCTOPHUN) MOJUTHKA,
neiicruit — dynknusa o : ST — A Taxasg, 4TO

Yw e S*,seS8: o(ws) e Als).

(“BeciamsiTHast” IOJIUTHKA — TaKasi, YTO JIsl JHOOBIX W, W’
o(ws) = o(w’s))
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Ornpeiesierne

Hens Mapkosa — xoprexk C = (S, 7, sg), COCTOSIIIII 13
MHOKeCTBa COCTOSIHUM S, QYHKIINE BEPOSITHOCTU IEPEXOa
7 : S - D(S) n HavaIbHOrO COCTOSHUSA So € S.

BaMeTHM, 9TO MpUMEHEHHe HOJIUTHKN JeiicTeuit o @ ST — A K
MapkoBcKoMy Tporieccy mpuHsiTust pemrenuit (S, A, T, So)
HOpOXKAaeT 1elb MapKosa Ha MHOXKeCTBe cocTosHuit ST
(BecnamsiTHAs TOJIMTHKA [TO3BOJISIET CY3UTh MHOXKECTBO
cocrostauii 10 S). Kax dbopmynnposars n Bepudumposars
CBOMCTBA TAKOM 1eru?



Statistical model checking
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Texnuku Bepudukaum

Ha )IaHHbe/i MOMEHT TOJIBKO YHMCJICHHBIMU MeTO;LaMI/I.7

7A Survey of Statistical Model Checking. Gul Agha and Karl Palmskog



